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All auditors need the knowledge and experience to audit IT systems, as our 
organisations become increasing dependent on computers and communications 
networks.  This top-quality course will provide you with all the knowledge and 
techniques that you need to plan and conduct an effective IT audit.  Based on well-
proven and effective systems-based auditing principles, the course will take you 
through the audit of the three main areas of IT audit – computer installation controls, 
system development controls, and the audit of applications. 

You will learn the essential control objectives to apply to each audit area, where the 
risks are, what control to expect and how to evaluate them.  Using a set of case 
studies and interactive discussions, you will learn how to ask the right questions and 
how to assess the answers.  The course will also cover the risks involved with small 
business systems, operating systems, communications networks and databases.  
You will see how the auditor carries out and documents an IT audit, how to obtain 
the information you need and how to make effective recommendations for control 
improvements. 

You will take away a detailed course manual and a complete set of audit programs 
to help you plan and carry out your own audits.  

 

Suggested duration: 3 days, but can be customised to your requirements. 
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�You need : 

·  Basic experience in systems-based auditing, and knowledge of basic 
concepts of computing. 

You don’t need 

·  A background or any detailed experience of IT or IT audit – all the 
necessary concepts will be explained during the course. 

 

  

  

Who is this 
event for? 

 
Internal or external 
auditors requiring 
a comprehensive 
introduction to the 
principles of IT 
audit. 
 



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 
 

Role and objectives of the IT Auditor 

·  What does an IT auditor do? 
·  What does an IT auditor look for during an audit? 
·  Systems-based auditing and how it is carried out 
·  Planning an IT systems audit 
·  Assessing risk in an Information Systems environment 

Auditing the IT environment – audit controls requir ed 

·  Auditing the IT strategy 
·  Organisational and administrative controls 
·  Operating system controls 
·  Change management 
·  Physical and logical access controls 
·  Network and Internet security principles 
·  Viruses, worms, Trojan Horses and related dangers  
·  Business continuity planning 
·  Database systems and their associated controls 
 

Auditing systems development – what does an auditor  look 
for? 

·  Auditing project management controls 
·  The project development life cycle 
·  How auditors contribute to systems development 
·  New development techniques and how to audit them 
·  Prototyping and Rapid Application Development 
·  Build or buy? - Auditing software package acquisition 
·  Computer systems contracts - how the auditor should be 

involved 
·  End-user system development controls 

 
Auditing live IT applications – the systems audit a pproach 

·  The step-by-step approach 
·  Setting the objectives 
·  Identifying and testing controls in business applications 
·  Evaluating and reporting the audit findings 

 
Controlling small business systems 

�  Setting control objectives for small systems 
·  What minimum standards should exist? 

 
Audit tools, software and testing techniques – what  the 
auditor uses to automate the audit 

·  What audit tools are available? 
·  Using software tools for data extraction 
·  Performing software-based audit tests 

 
Auditing Standards and Practices 

·  Using standards to plan your audit review 
·  ISO27001 
·  COSO and COBIT  
·  ITIL (ISO 20000) – Service Support and Delivery Issues 

�	����� ������ �
�

A complete introduction 
to IT audit – all that an 

auditor needs to 
address these essential 

areas 
 
 

All students will receive a course 
manual, an audit work pack and 
access to the Rimell Associates web 
site, where the documents and code 
used in the course can be downloaded 
in MS Word and PowerPoint formats. 

Your course tutor:   
Steve Rimell, Senior Director, Rimell Associates Lt d. 
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Intended for IT auditor who have completed the introductory IT audit course, or for those 
who want to advance their existing IT knowledge, this intensive 3-day course will provide 
you with all the knowledge and techniques you need to tackle what are often seen as the 
‘specialist’ areas of computer audit activity – networks, operating systems, databases and 
client-server computing. 

In the first part of the course you learn about the principles of data communications and 
networking, where the basic controls are in the software and hardware, and how to 
assess the risks involved in data networks.  You’ll be able to understand communications 
terminology, know what questions to ask the network professionals and how to evaluate 
their answers. 

In the second part of the course, you will learn about the principles of computer operating 
systems, why they are important to the auditor, and how you can audit them.  You will 
see how to set out an audit objective for an operating system audit and how systems are 
classified in terms of the degree of security they can provide.  You will learn about the 
concepts of trusted software and how it should be secured and audited. 

In the final part of the course, you will learn the principles of databases, how they are 
controlled and secured and the essential audit objectives associated with a database 
review.  You will see how to evaluate database security and what information to request 
from database administrators to make your audit more efficient.  You will also learn about 
the particular risks associated with the use of client-server computing environments, and 
where the auditor can make a contribution to the controls in client-server applications. 

A ‘hands-on’ option is available for auditors who want to try out the tools and techniques 
for themselves. 

Suggested duration: 3 days, but can be customised to your requirements. 
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You need : 

·  Basic IT audit knowledge at the introductory level, plus at least 12 months 
practical experience 

You don’t need 

·  Any detailed knowledge of specific operating systems or databases – all the 
basic knowledge you need will be provided on the course. 

 

  

  

Who is this 
event for? 

 
Internal or external 
auditors or anyone 
who wants to 
advance their IT 
audit knowledge 
beyond the basics 
and into the more 
‘specialist’ areas. 
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�  Introduction 

�  Basics of IT controls – how they apply to networks, 
operating systems and databases 

�  Networking concepts 

�  The OSI model and its meaning to the auditor 

�  Network devices – their uses and their risks 

�  Physical network security 

�  Logical network security – infrastructure devices and their 
risks 

�  Network security issues 

�  Device controls 

�  Network boundaries 

�  The particular risks of wireless networks 

�  Network management software- its uses and misuses 

�  Assessing network risks 

�  Enumerating network devices 

�  Identifying vulnerable devices 

�  Identifying risks network services 

�  Firewalls and how to audit them 

�  The 10 principles of network security 

�  Operating systems  

�  How operating systems work 

�  Operating system security classifications 

�  Assessing OS and system software controls 

�  Software development and trusted software controls 

�  Database Systems 

�  Principles of database operation 

�  How databases interact with operating systems 

�  Audit risks of database systems 

�  Assessing database controls – Oracle and SQL Server 

�  Database audit trails and how to use them 

�  Client-server systems  

�  The nature of client-server processing 

�  How to identify and evaluate client-server controls 

�  A practical example – building and auditing a client-server 
application 

�	����������� �
�

Take your IT knowledge to the 
next level with this 

comprehensive review of the 
more specialist aspects of 

auditing 
 
 

All students will receive a course 
manual, an audit work pack and 
access to the Rimell Associates web 
site, where the documents and code 
used in the course can be downloaded 
in MS Word and PowerPoint formats. 

Your course tutor:   
Steve Rimell, Senior Director, Rimell Associates Lt d. 
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A “Need to Know” event for IT auditors 

The concept of auditor independence is frequently mentioned in audit textbooks, and is a 
principle that all auditors would like to adhere to.  In most audits, however, the concept of 
independent access to data is often undermined by the basic operational problem of 
gaining access to the data in the first place, leaving the auditor almost totally reliant on 
the system administrator for the provision of control information.  It needn’t be like that – 
there are a variety of tools out there that auditors can use to generate their own audit data 
extracts, sometimes using only the basic tools that a standard PC workstation may 
already have installed on it.   

In this practical one-day seminar from our "Need to Know" series, we will demonstrate the 
use of some of the built-in capabilities of Windows software and how it can be used to 
interact with standard audit tools such as IDEA and a few basic add-on pieces of 
software to increase audit independence and allow the extract of basic control information 
from operating systems and databases.  After the course, you can take away the 
software tools used for the data extraction (subject to software licensing conditions where 
appropriate) so that you can continue to use them in your own audits.  A ‘hands-on’ 
version of the course is available for auditors who want to try these techniques for 
themselves and gain practical experience of data extraction techniques. 

 

Suggested duration: 1 day, but can be customised to your requirements. 
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�You need : 

·  Some basic experience of Windows as an ordinary user 

·  Basic IT audit experience and an understanding of the principles of 
computer application controls and where they are applied 

You don’t need 

·  Any detailed knowledge of specific operating systems or databases – all the 
basic knowledge you need will be provided on the course. 

 

  

  

Who is this 
event for? 

 
Internal or external 
auditors or anyone 
who wants to 
know how to 
extract data from a 
wide variety of IT 
systems for 
analysis and 
review 
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�  Introduction to Windows built-in tools 

�  What’s available on a Windows PC? 

�  Command-line redirection 

�  Directory listing 

�  Text processing tools 

�  The FOR, FIND and FINDSTR commands 

�  The NET command and its uses 

�  Using Windows networking commands 

�  Data Linking and ODBC 

�  What is ODBC? 

�  ODBC drivers 

�  What can you connect to 

�  Linking MS Office to Oracle, SQL Server etc. 

�  Using IDEA through ODBC 

�  Extracting data from Windows systems 

�  DumpSec and its uses 

�  Using Windows command-line tools 

�  Do you need to be a Windows administrator? 

�  Extracting data from Active Directory 

�  The Windows Scripting Host (WSH) 

�  Using WSH and ADSI to extract audit data 

�  Audit Automation – spreadsheets that write themselves 

�  Oracle and SQL Server 

�  Writing Oracle data extraction scripts 

�  Accessing the data dictionary 

�  The database administrator views and how to use them 

�  SQL Server – the system tables and what’s in them 

�  Using SQL Server stored procedures for auditing 

�  Using SQL-DMO to script your audit 

�  UNIX system 

�  Where UNIX system information is kept – key files 

�  Essential UNIX data utilities and how to use them 

�  Writing a UNIX audit script 

�	����������� �
�

It’s remarkable how much you 
can extract from a system 
with relatively simple tools 

and without necessarily 
having to be a system 

administrator 
 

All students will receive a course 
manual, an audit work pack and 
access to the Rimell Associates web 
site, where the documents and code 
used in the course can be downloaded 
in MS Word and PowerPoint formats. 

Your course tutor:   
Steve Rimell, Senior Director, Rimell Associates Lt d. 
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A “Need to Know” event for IT auditors 

Microsoft's Internet Information Server (IIS) provides the services for a huge number 
of Internet web sites and internal office Intranets.  It provides web pages; file 
transfer, mail and news services.   

Because it is in such wide use on the Internet and in corporate intranets, IIS has 
become a popular target for intruders.  Microsoft has responded by constantly 
upgrading IIS security features.  The current version of IIS, version 6, is about to be 
upgraded to version 7, providing still more security and administrative tools that the 
auditor needs to be aware of. 

This one-day workshop is intended to give auditors an introduction to the features of 
IIS, and provide a fast-paced view of the principal risk and control areas. By the end 
of the day, you'll have an excellent knowledge of the security and management 
issues involved in deploying an IIS system either inside your company or as an 
Internet-connected server.  For auditors who want practical experience of securing 
an IIS server, we have a ‘hands-on’ version available. 

 

Suggested duration: 1 day, but can be customised to your requirements. 
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�You need : 

·  Some basic experience of Windows as an ordinary user 

·  Basic IT audit experience and an understanding of the principles of web 
servers and HTTP 

You don’t need 

·  Any detailed knowledge of IIS – all the basic knowledge you need will be 
provided on the course. 

 

  

  

Who is this 
event for? 

 
Internal or external 
auditors or anyone 
who wants to 
know how to 
secure and audit 
Microsoft’s 
Internet 
Information Server 
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�  How IIS integrates with Windows NT/2000 

�  The IIS services and how they work  

�  The IIS directory structure  

�  Web sites and virtual directories 

�  File and directory permissions and how IIS uses them 

�  How IIS handles users and groups 

�  The Microsoft Management Console (MMC) 

�  Remote administration 

�  Controlling Access to the web site 

�  Anonymous access 

�  Authentication 

�  Secure Web sites 

�  Digital certificates 

�  Monitoring access to IIS web sites  

�  What are the main risks in using IIS? 

�  Sources of Information 

�  Testing your IIS server's security 

�  The metabase – IIS’s information store 

�  Querying the metabase to document your IIS settings 

 

�	����������� �
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Learn how to create a safe 
secure Internet presence with 

IIS and how to audit system 
settings quickly and effectively 

 

All students will receive a course 
manual, an audit work pack and 
access to the Rimell Associates web 
site, where the documents and code 
used in the course can be downloaded 
in MS Word and PowerPoint formats. 

Your course tutor:   
Steve Rimell, Senior Director, Rimell Associates Lt d. 
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A “Need to Know” event for IT auditors 

This course is for auditors who need more than the standard "Need to Know" 
course, and want to extend their knowledge of TCP/IP and Internet security beyond 
the basics.  As well as explaining the protocols and the controls within TCP/IP 
computers, this course covers the way in which internal and external intruders 
attempt to breach network security controls.  It addresses Internet security from both 
directions – from the point of view of the intruders who want to break in, and from 
the perspective of the security administrator who wants to prevent them. 
 
You’ll learn how intruders try to gain access to your Internet-connected systems, 
sometimes by knowing no more than the name of your organisation, and the tools 
and techniques that they will use to attempt a break-in.  You’ll learn how good 
network management and monitoring of your systems is essential to deter them. 
 
Demonstrations of network intrusion tools and intruder detection systems are 
included.  Students will receive a set of course notes and a risk management and 
audit guide to this strategic area.  A ‘hands-on’ option is available to allow you to try 
out the tools and techniques for yourself, and gain valuable practical experience. 
 

Suggested duration: 2 days, but can be customised to your requirements. 
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�You need : 

·  Some basic experience of IT audit principles and networking terminology 

·  Basic IT audit experience and an understanding of the principles of 
computer installation controls and where they are applied 

You don’t need 

·  Any detailed knowledge of Internet security – we will introduce all the 
necessary concepts on the course. 

 

  

  

Who is this 
event for? 

 
Internal or external 
auditors or anyone 
who wants to 
know how to 
secure their 
Internet-connected 
systems against 
intrusion 
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 Basic Internet Principles  

�  The Internet Protocol 

�  Routers and gateways 

�  The Internet addressing scheme 

 Web Servers 

�  The Hypertext Transfer Protocol 

�  Web server setup and file structures 

�  Access permissions 

�  Logging and monitoring access to web servers 

 Firewalls 

�  How firewalls work 

�  Firewall architectures 

�  Firewall rule sets 

�  Auditing a Firewall 

�  Firewall examples – Cisco Pix, Nokia/CheckPoint, 
Linux IPtables 

 Cryptography 

�  Types of cryptography 

�  A practical example – PGP 

�  Digital Certificates 

�  Public key infrastructures 

 Hacking Techniques and Countermeasures 

�  How hackers operate 

�  Identifying the target 

�  Making contact and assessing the victim 

�  Denial of service attacks 

�  Preventing and detecting hacking attacks 

 Security Testing Tools 

�  Network and computer enumeration techniques 

�  Port scanners 

�  Automated security testing tools 

�  Practical examples – Nessus and Nmap 

�	����������� �
�

Learn how the intruders think 
when attacking your Internet-

based systems, and what 
should be done to defend 

against them 
 

All students will receive a course 
manual, an audit work pack and 
access to the Rimell Associates web 
site, where the documents and code 
used in the course can be downloaded 
in MS Word and PowerPoint formats. 

Your course tutor:   
Steve Rimell, Senior Director, Rimell Associates Lt d. 
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Auditors are often led to believe that the review of an Oracle database management 
system must be a highly specialised task that can be carried out only by database 
experts, using specialised software tools. In practice an effective baseline Oracle 
audit can be carried out using only the concepts covered in this 2-day course.  It 
teaches the basic principles of the Oracle Database Management System (DBMS), 
and the development tools that come with it.  It also provides key information on how 
to use Oracle's own built in tools and functions to extract the data required for the 
audit review.   
 
For auditors in a client-server Oracle environment, instruction is available on the use 
of the Microsoft Windows Open Database Connectivity (ODBC) software to link MS 
Office products and other audit software direct to an Oracle system.  A full set of 
student notes is provided, and an Oracle audit programme.  With the ‘hands-on’ 
option, students will be provided with a client workstation equipped with Oracle 
database administrator tools, and will be given low-level access to an Oracle 
database server.  A series of Oracle audit automation scripts will be used to explore 
the structure of Oracle, and extract the information required for an audit review.  
 
All the current versions of Oracle will be covered, with explanations of how their 
built-in security is evolving.   

Suggested duration: 2 days, but can be customised to your requirements. 
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�You need : 

·  Some basic experience of Windows as an ordinary user 

·  An appreciation of IT security and what a database is. 

You don’t need 

·  Any detailed knowledge of Oracle internals 

·  Any knowledge of Active Directory – all the necessary concepts will be 
explained during the course 

 

  

  

 

Who is this 
event for? 

 
Internal or external 
auditors or anyone 
with a need to 
know how an 
Oracle database 
system is secured 
and audited. 
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�  Introduction 

�  How Oracle works 

�  Components of the Oracle system 

�  Protection of the Oracle physical files 

�  Database Objects 

�  The data dictionary 

�  Tables and views – why they matter 

�  Virtual Private Databases 

�  Forms 

�  Triggers 

�  Structured Query Language 

�  Database Security Controls 

�  User account management 

�  Database and OS authorisation 

�  User and Database Roles 

�  System privileges 

�  Table privileges 

�  Oracle row-level security 

�  Oracle networking controls 

�  SQL*Net and its control files 

�  The Oracle TNS listener – how to secure it 

�  Auditing Oracle Databases 

�  How to access the Data Dictionary 

�  Where to look for control information in Oracle 

�  The Oracle audit trail and how it works 

�  New audit features – Oracle Fine Gained Auditing 

�  Database triggers and their uses 

�  How to use SQL and ODBC to extract audit information 

�  Oracle audit scripts 

�	����������� �
�

“Use Oracle’s own 
internal database tables 

to extract audit 
information” 

 
Steve Rimell 

 

All students will receive a course 
manual, an audit work pack and 
access to the Rimell Associates web 
site, where the documents and code 
used in the course can be downloaded 
in MS Word and PowerPoint formats. 

Your course tutor:   
Steve Rimell, Senior Director, Rimell Associates Lt d. 
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SQL Server is Microsoft’s corporate and enterprise database system.  It is used 
extensively to provide the data storage and retrieval capabilities for office intranets, 
business applications and web services. 
 
This two-day course covers Microsoft SQL Server 2000 and 2005.  It provides all the 
guidance an auditor needs to evaluate the security and control of SQL Server.  
Using our detailed audit program, and your own SQL Server database login (if you 
take the ‘hands-on’ option), you will learn how the database is installed, what 
security configurations it offers and how it integrates into a Windows domain.   
 
You will see how users, groups and roles are created and managed, how database 
object security is handled, and what auditing and logging facilities are available to 
trace user activity.   
 
You will also be shown how to use T-SQL (Microsoft’s own version of Structured 
Query Language) to interrogate SQL Server’s internal system tables, using them to 
extract key audit data and automate the audit.  You will be able to take away your 
library of audit scripts to speed up your own SQL Server audits. 
 
A detailed audit program will be provided in print and electronic format. 

Suggested duration: 2 days, but can be customised to your requirements. 
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�You need : 

·  Some basic experience of Windows as an ordinary user 

·  An appreciation of IT security and what a database is. 

You don’t need 

·  Any detailed knowledge of SQL Server internals 

·  Extensive knowledge of T-SQL – just a basic appreciation of SQL and how 
it works in a database. 

 

  

  

 

Who is this 
event for? 

 
Internal or external 
auditors or anyone 
with a need to 
know how about 
the Microsoft SQL 
Server family and 
how to audit its 
security and 
control features. 
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SQL Server Tour   
The SQL Server Editions  
Graphical Tools  
Using the SQL Server Enterprise Manager  
Where to get on-line help - Using SQL Server Books Online 
SQL Server Configuration  
System Objects – the master database 
 
Basic Querying   
Introduction to the Query Analyzer  
Retrieving Data  
Using ODBC to extract SQL Server data to other applications 
 
Stored Procedures and Triggers  
Introduction to Transact-SQL (T-SQL) 
System and User-defined Stored Procedures  
Auditing stored procedures 
 
Security  
Security Overview  
Authentication  
Understanding Database and Server Roles  
Assigning Permissions  
Application Roles  
 
Auditing SQL Server 
Using triggers 
The SQL Server built-in auditing facilities 
The SQL Profiler and its information collection capabilities 
Constructing and using audit T-SQL queries 
Scripting and automating SQL Server with SQL-DMO 
Commercial SQL Server auditing software 
 
Data Transformation Services (DTS)  
Introduction to DTS 
Using the DTS Import/Export Wizard to collect audit data 

Session 7 - SQL Server 2005 

What’s new in SQL 2005? 

�	����������� �
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A comprehensive tour 
of SQL Server and its 

control and security 
features – everything an 

auditor needs to know 
 
 

All students will receive a course 
manual, an audit work pack and 
access to the Rimell Associates web 
site, where the documents and code 
used in the course can be downloaded 
in MS Word and PowerPoint formats. 

Your course tutor:   
Steve Rimell, Senior Director, Rimell Associates Lt d. 
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A “Need to Know” event for IT auditors 

The UNIX operating system has been around since the 1970’s and is used for 
everything from web and database servers to desktop workstations.  It is still the 
most widely used operating system on the Internet, due to its wide adoption as a 
web server. In recent years, the UNIX community has been enhanced by the arrival 
of open source software such as GNU/Linux, providing an operating system based 
on the principles of UNIX, but free from any manufacturer dependency or restrictive 
usage rights. 

UNIX has for many years had a reputation for being difficult to administer and to 
secure, partly because of the wide range of versions covered by the generic name 
‘UNIX’. In practice, a UNIX system can be administered and secured as easily as 
any other operating system, provided that the administrator knows where the critical 
control information is stored and how to maintain it. 

In this intensive two day course from our popular ‘Need to Know’ series, you will 
learn about the internals of UNIX, how its different versions provide security and 
control of users, groups and files, and how to extract sufficient audit data from a 
UNIX system to carry out an audit review.  You will learn where the key UNIX control 
files are stored, how different manufacturers such as Sun, IBM and HP have 
modified the structure of UNIX to their own requirements, and why they have done 
so.  You will perform a UNIX audit, using the built-in commands supplied with UNIX, 
building a set of audit automation scripts as you do so, and guided by our 
comprehensive UNIX audit program. 

At the end of the event, you will have all the essential knowledge required to plan 
and conduct a successful UNIX or Linux audit. 

A hands-on version of the course is available, to give you practical experience of a 
UNIX audit. 

Suggested duration: 2 days, but can be customised to your requirements. 
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�You need : 

·  An appreciation of IT security and what an operating system does 

You don’t need 

·  Any detailed knowledge of UNIX or Linux – all the necessary concepts will 
be explained during the course 

 

  

  

 

Who is this 
event for? 

 
Internal or external 
auditors or anyone 
with a need to 
understand how 
UNIX and Linux 
work, how the 
different versions 
provide security 
and what to look 
for when carrying 
out an audit 
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�  UNIX Login Security 

�  The UNIX user definition files 

�  Tracing login attempts 

�  Control of user logins 

�  Managing Users and Groups 

�  The user and group files 

�  Assigning users to groups 

�  UNIX File and Directory Security 

�  The UNIX permission scheme 

�  Extended permissions in some UNIX versions 

�  Listing and examining file and directory permissions 

�  UNIX Start-up Controls - the critical files 

�  The UNIX run levels 

�  Start-up control files and their significance 

�  UNIX Auditing Facilities 

�  The syslog facility 

�  Extended audit facilities in some UNIX versions 

�  UNIX Networking Controls 

�  The UNIX network control files 

�  UNIX network administration 

�  The Network File System (NFS) 

�  Basic network security 

�  How Windows and UNIX interact – Samba and Services for UNIX 

�  Common UNIX security exposures and how to prevent them 
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Contrary to popular belief, UNIX 
is user friendly. It just happens 

to be very selective about who it 
decides to make friends with.   -

- unknown 
 

All students will receive a course 
manual, an audit work pack and 
access to the Rimell Associates web 
site, where the documents and code 
used in the course can be downloaded 
in MS Word and PowerPoint formats. 

Your course tutor:   
Steve Rimell, Senior Director, Rimell Associates Lt d. 
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Many organisations are offering their services on-line, via so-called web services.  
Recent articles in the news and IT journals have described a frightening level of 
attacks on web-enabled applications, many of them successful.  Even organisations 
without an Internet presence are still vulnerable as more and more applications are 
being written using Internet-related technologies such as web servers and TCP/IP 
networking for their corporate intranet and other administrative systems.  Auditors 
working in organisations with Internet-connected applications need to know where 
the risks are, how to evaluate the security of Internet-enabled applications, and how 
to recommend controls. 
 
This course will start by showing you how web services work, how they interface 
with web servers and back-end databases and how the user data is processed.  
Using example web services and applications, you will learn how intruders attack 
badly-configured web servers and use techniques such as cookie poisoning, SQL 
injection and parameter tampering to gain unauthorised access to web servers and 
the data they are presenting. 
 
By the end of the course, you will have gained a detailed understanding of how web 
services work, how you can assist your organisation to identify the risk areas and 
recommend improved security controls to keep data safe from intruders. 
 
We also have a ‘hands-on’ option for auditors who want to try out the course 
techniques and tools in a prepared environment with deliberately introduced security 
‘holes’ 
 

Suggested duration: 2 days, but can be customised to your requirements. 
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�You need : 

·  Some basic experience of IT audit principles and networking terminology 

·  Basic IT audit experience and an understanding of the principles of 
computer installation controls and where they are applied 

You don’t need 

·  Any detailed knowledge of Internet security – we will introduce all the 
necessary concepts on the course. 

 

  

  

Who is this 
event for? 

 
Internal or external 
auditors or anyone 
who wants to 
know how to 
provide secure 
web services for 
their on-line 
customers or 
Intranet users. 
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�  Web server configuration security  

�  Microsoft IIS 

�  Apache 

�  Trusted web servers - Using SSL and Digital Certificates 
 

�  How Web Services are located 

�  Detection 

�  Google Hacking 

�  Using network scan tools 
 

�  Target Identification 

�  Establishing web server types 

�  Enumerating web servers and directories 

�  ‘Spidering’ a web server 
 

�  Identifying and fixing common vulnerabilities 
 

�  Surveying and attacking web applications 

�  Static and Dynamic pages 

�  Active Server Pages 

�  Java Server Pages 

�  ASP.NET 
 

�  Attacking Web Services and Applications 

�  Session Hijacking 

�  Buffer Overruns 

�  Attacking Input Validation 

�  URL Manipulation 

�  Cookie Poisoning 

�  Parameter Tampering 

�  SQL Injection 

�  Misusing ‘Hidden’ Form Fields 

�  Breaking Authentication Schemes 

�  Cross-Site Scripting 

�  Insecure Cryptography 

�  Tools and Techniques for defending your web service 
 

�  Defending Web Servers 

�  Setting a secure web server configuration 

�  An audit program for secure web application design 
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Learn how the intruders think 
when attacking your Internet-

based systems, and what 
should be done to defend 

against them 
 

All students will receive a course 
manual, an audit work pack and 
access to the Rimell Associates web 
site, where the documents and code 
used in the course can be downloaded 
in MS Word and PowerPoint formats. 

Your course tutor:   
Steve Rimell, Senior Director, Rimell Associates Lt d. 
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A “Need to Know” event for IT auditors 

Rimell Associates Ltd is pleased to present a training course for IT auditors who 
need to update their knowledge of current Windows technology.  The Windows 2000 
family of products brings with it a greatly enhanced range of control and 
management facilities compared with its Windows NT predecessor, but this extra 
functionality brings new areas for the IT auditor to review.  The most significant area 
is Active Directory, new with the Windows 2000 family and an essential ‘must know’ 
topic for any auditor intending to review Windows 2000 or 2003. 

In this intensive two day course from our popular ‘Need to Know’ series, you will 
learn about the new facilities of Windows 2000/3, how it is installed and deployed, 
and how to plan and carry out an audit of a Windows 2000/3-based installation. 

With the ‘hands-on’ option, access can be provided to a Windows 2000/3 network 
specially set up for the occasion, and each student will be provided with their own 
Windows XP workstation and a range of Windows 2000/3 software tools to use, 
including software intended for the use of systems administrators, and not normally 
provided to a Windows user. 

At the end of the event, you will have all the essential knowledge required to 
conduct a successful Windows audit. 

Suggested duration: 3 days, but can be customised to your requirements. 
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�You need : 

·  Some basic experience of Windows as an ordinary user 

·  An appreciation of IT security and what an operating system does 

You don’t need 

·  Any detailed knowledge of Windows 2000 or 2003 Server 

·  Any knowledge of Active Directory – all the necessary concepts will be 
explained during the course 

 

  

  

 

Who is this 
event for? 

 
Internal or external 
auditors or anyone 
with a need to 
know about the 
principles of 
Windows 2000, 
2003 and Active 
Directory. 
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�  Windows 2000/3 brief introduction 

�  Improvements over previous versions 

�  New audit facilities in Windows 2003 

�  New security features in Windows 2003 

�  What is Active Directory? 

�  Active Directory Objects – Forests and Trees, Domains and Sites, OUs 
Groups and Users 

�  Trust relationships in AD – how they differ from NT 

�  Reviewing the deployment of Active Directory  

�  The Active Directory Management Tools  

�  Object permissions in Active Directory and what they mean 

�  File and directory permissions and how to audit them 

�  Delegation of Control and how to audit it 

�  Group Policy Objects and how they are used 

�  The Group Policy Management Console 

�  Auditing Directory Service Access – new audit categories in W2003 

�  Active Directory Services Interface and how the auditor can use it. 

�  Extracting information from Active Directory for audit purposes 

�  Useful audit software: 

�  DumpSec 

�  MBSA 

�  Log dumper tools 

�  The built-in NET commands 

�  Using scripts to audit Windows  

�  New authentication features – forest trusts, the Credentials Manager 
and constrained delegation 

�  Access Control – Role-based security, URL-based access control and 
Software Restriction Policies 

�  Auditing features – how to use the audit trail, types of auditable events 

�  New data encryption features 

�  Security improvements for Ethernet and Wireless LANS 

�  New tools for managing Group Policy Objects 
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“Windows 2003 
- Secure by Design 
- Secure by Default 

- Secure in Deployment” 
 

-Bill Gates, 2003 
 

All students will receive a course 
manual, an audit work pack and 
access to the Rimell Associates web 
site, where the documents and code 
used in the course can be downloaded 
in MS Word and PowerPoint formats. 

Your course tutor:   
Steve Rimell, Senior Director, Rimell Associates Lt d. 
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Rimell Associates was set up in 1996 and provides high quality training, audit 
support and security reviews for a large number of public and private sector 
clients.   

Steve Rimell is the Senior Director of Rimell Associates Ltd, and has over 25 
years practical experience in information systems audit.  He provides training, 
security reviews, consulting services and internal audit support for a wide 
range of public and private sector clients in the UK, Europe and worldwide.  
He has also had extensive experience as an audit manager running a 
commercial IS audit service.   

 
Steve specialises in the more technical aspects of information systems audit, 
and has extensive knowledge of the security and control of UNIX, Oracle, 
Windows NT/2000/2003/XP/Vista and networking environments such as 
TCP/IP.  He presents hands-on training courses in these subjects at a variety 
of venues in the UK and overseas.  He has also presented many standard IT 
and systems-based audit courses for clients who require an introduction to 
basic audit techniques. 

 
Steve is a member of CIPFA, the Institute of Internal Auditors (UK), and the 
Institute of Information Security Professionals (IISP). He has delivered public 
and in-house training presentations for System Security, MIS Training 
Institute and many other clients.  He is regularly invited to speak at 
professional meetings and conferences in the UK and overseas, and is 
presently engaged in a variety of projects to develop audit automation 
software for network and operating system security testing. 


